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SECURITY ANBRSCOMPI| IANCE FOR CLOUD-NATIVE APPLICATIONS
USE FORTRESSTO SECURE CLOUD (KUBERNETES, CAAS & PAAS)
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Fortress and Kubernetes - secure the assets and
applications that are tfransforming your digital business.
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The Kubernetes ecosystem SOLUTION HIGHLIGHTS
is immature and security is

evolving rapidly. From the Cloud to the Ground

Comprehensive Security, visualizations, and
automation across the entire application -
Fortress has the not just K8s, but all services that comprise the

ra 10 nd ¢ journe REAL-TIME ADVANCED application, whether running on bare metal,
frictionl VISIBILITY, ANALYTICS VM, container, in the data center or cloud.

You Need Security That Will Work at the AUTOMATION AND Notin the Container & not a Sidecar
CONTROLto create Fortress uses a DaemonSet to ensure

Speed of Dev Ops . = 100% application and infrastructure coverage
deploy and maintain without slowing deployment, degrading

policies in dynamic performance, or impacting developers.

com pUte environments. Deploy Controls with Workloads

Leverage development artefacts as policy;
security-as-code.

G Closed-loop policy automation
na hos >ud providers. Your pub oud prov ) ure yo (Plan, Do, Check, Act)
thattheir Isup to d 1€y do notinsure : Deploy policy, controls, and automation as
confic jonc g , e ft, anintegral part of product release. API-
And ort a firewa 3 public cloud, sc & eg ofined. This enabled security protecting the application
the toolchain, orchestrator, runtime, and
container,

a security
Integrated Service Mesh (Istio)
Controls and Traffic Management

Visualiz e traffic flows & compliance for
automated policy generation & deployment.
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http://www.truefort.com/

FORTRESS CAPABILITIES

SHIFT-LEFT with Fortress + Kubernetes

The power to visualize the entire app and

/ and refactor cloud-native applications has turbocharg data flows is critical - you can't manage
1to be able to k D - when de ents took months and when i whatyou can't measure.
Now, withd S C
New applications are automatically
identified, visualized, and monitored as they
g must be frictionl /ec are provisioned, and auto-protected for
s ON theinstantt io 250N urity mus scale-out, scale down & deprecation,

without process overhead, security as code.

Fortress learns complex network and
process behavior and codifies it so security
can define policy & development can
deploy it through the CICD pipeline.

Continuous improvement through iteration.
Teams now have THE

ULTIMATE DEVSECOPS DAST/SAST and IDS do not guarantee
PLATFORM for making security. You must be able to detect
. L ransomware, illicit service account use and
O peratlo nal dec ISions. mary other behavioral anomalies.

A single source of truth

with out-of-the-box Containers are Qe5|gned to runa single
process and be immutable. Guarantee your

automaftlon and granular image is safe, secure, and unchanged from
pollcy creation. the moment it was provisioned.

Fortress enables collaboration and

greatly accelerates incident response and
threat hunting with high-fidelity alerting and
forensics including DVR replay capabilities.

Security teams can immediately respond to
policy violations and configure response
Even if you only use public cloud, you are working in a shar ibility model. Your publi workflows for different anomalous activity.
provider C sureyourapplication. If you ¢ : ice; youmustprotectyo

Fortress provides out- of-the-box policy

for compliance standards including CIS/PCI.
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HOW IT WORKS

Module. For risk
nd de

Management console. Deplo
i jate all from

“full visibility«into
business-critical
applications

and quick threat
detection

.. enables
automated, proactive
tuning of existing
security policies,
blocking malicious

SOLUTION FEATURES

Behavioral Analytics

Uses high performance and volume tech
based on Wall Street high frequency
trading systems.

XDR and with Detailed Telemetry
Enrich with data you own, and go beyord
network with process, identity, and time.

On Premise and in the Cloud
Maintain app risk posture across your
enterprise.

Accelerate Investigation/Response
Reduce forensic investigation costs of

BRIEF

activities before they

cyber-incidents, streamline compliance,
even ocCcur.

s a light footprint and trac
and gain historical playback capabilities.

continuously  monitor,

— KuppingerCole
Integrate in CI/CD Toolchain
Good risk posture begins before

deployment
CSA EGREGIOUS 11 MITRE ECAF FORTRESS
® Data breaches C " |nventory apps with detailed

Establish ity tol T
stablish securtty toferance visibility into network

® Misconfig & inadequate change O Miew diesk envirenme relationships tied back to
control process, and identity,
- . B Perform risk analysis, select
FORTRESS Lack of cloud security P— ®  Understand outage
architecture and strategy dependencies, metadata,
SUPPORTS YOU IN = Know vendor security & vulnerabilities, drift and more.

" |nsufficient identity & key privacy capabilities
management = Migration support - Baseline

®  Update policies, define applications, assess and

® Account hijacking e configure behavior and policy.

® Insider threat = Develop > assess security & ® Update configuration and

) i security policy to new
® |nsecure interfaces & APls [RENEY (TEEURES i

AS YOU ASSESS THE _ environment
= \Weak control plane B Perform risk management

LANDSCAPE, ® Compare model-driven design
= Meta- & applistructure failures - Minage migration security to deployment
risks
® Limited usage visibility . rF:orfritrgi:;?tol?LiwoeL\j\f
DETERMINE
B Apuse/nefarious use operational and security
STRATEGY, anomalies.

..AND EXECUTE
YOUR PLAN.
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TRUEFORT § THE FORTIFIED" ECOSYSTEM

And remember — good data in, good data out. Power Fortress
with the telemetry you already collect, and let our platform fortify the
value of security and operational Investments you have already made.

Our partnerships span many categories, Including network security,
infrastructure and leading endpoint protection, detection, and response
vendors, so that you can immediately benefit from our bring-your-own-
agent option.

We also work with industry standards organizations and offer open
access to our fully REST-APIdriven platform to partners, providers, and
our customers through our Fortified program.
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SUPPORT

Companies offering highly available solutions to protect your business
need to be highly available, too.

TrueFort customers receive 24x/ phone and email support, and all
maintenance and software upgrades.

RECOGNITION

TAGCYBER
2020

DISTINGUISHED
VENDOR

AVAILABILITY

Truekort Fortress is offered globally as a software subscription. It is
licensed per endpoint,  workload or containerized environment, and
whether you choose our TrueFort Protect agent and/or bring-your-own-
agent.

To learn more, request a briefing and a demo. Then experience t for
yourself with a proof-of-value.
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