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While the term "zero trust" is often used in cybersecurity circles, the phrase  

has different meanings to different IT professionals. For some, it is an  

end-state. For others, it is a set of guiding principles or a framework to apply 

when augmenting security

Zero trust evolved from the concept 

of applying specific best practices to 
network access. These best practices 

included assigning the least amount 

of rights to users that would allow 

them to do their jobs or validating user 

accounts and applying policies based 

upon specific criteria. Ultimately, those 
practices for securing the network layer 

became somewhat synonymous with 

the term "zero trust." 

However, networks are not the only 

IT elements vulnerable to attacks and 

compromises. Many other IT stack 

components are quickly becoming attack 

vectors just waiting for a zero-day exploit 

to compromise them. That raises the 

question: Can zero trust be implemented 

in other parts of the enterprise security 

estate? The answer is a resounding yes—

yet perhaps not in exactly the same way.

For example, take enterprise applications, 

which are a top attack vector for 

unauthorized access by data-seeking 

hackers. Applications are normally 

accessed after a user is authenticated 

to the network. Yet network user 

authentication alone does not offer 
full protection against today's range 

of threats. Enterprise applications are 

susceptible to numerous other attacks 

such as SQL or code injection, lateral 

movement, API weaknesses and many 

more. Simply put, just because you are 

using a zero-trust solution for network 

access does not mean enterprise 

applications are properly protected.

However, extending zero trust to 

application environments proves to be 

somewhat more complex than applying 

it to the network. Applications and their 

workloads are more numerous, dynamic 

and complex than networks. 

They perform many different functions 
and have dependencies on data sources 

and potentially other applications.  

In other words, applications are not always 

static and can take on numerous different 
roles depending upon the use case. 

Protecting applications means rethinking 

how they are accessed and how they 

communicate with each other, share data 

and authenticate users. In fact, applying 

zero trust to application environments 

often requires thinking a little differently. 
Instead of looking at applications 

strictly from a code vulnerability 

perspective, cybersecurity pros need to 

understand the acceptable behavior of 

the applications and, ideally, assign a 

behavior-based security identity to them 

that determines their entitlements.
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Accordingly, establishing application-

centric zero trust means first analyzing 
each application's behavior to verify 

it is only performing appropriate 

functions and only interacting with the 

needed binaries and data sources. This 

analysis can be used to build a library 

of behavioral parameters for each 

application and, subsequently, establish 

a security identity for it.

In this context, applications have their 

own trust footprint, and permissions 

can be limited to only what is necessary 

for the app to function (zero trust). Any 

type of attack, such as code injection, 

will fall out of the normal range of 

behavior and trigger an alert or shut 

down the application session to block 

any unauthorized activity or access to 

restricted resources.

TO GET STARTED WITH APPLICATION-CENTRIC  
ZERO TRUST, YOU'LL NEED TO:

 f Discover and catalog all of your 
applications.

 f Monitor their behavior over time to 
create a baseline of expected and 
authorized activity.

 f Eliminate any security risks identified 
as part of the behavior profiling process 
(i.e., unnecessary permissions, excessive 
entitlements, risky dependencies, etc.).

 f Create security policies that enforce  
a zero-trust stance on application 
activity so only authorized behavior  
is allowed.

 f Push out alerts to control points 
when a policy is violated so corrective  
action can be triggered to remediate 
threats.

By applying the concepts of zero trust to applications, 

cybersecurity teams can achieve the goal of more fully 

protecting the enterprise from risks, preventing brand 

damage and avoiding business interruption.

Ultimately, cybersecurity professionals 

want to protect not only the network but 

also data, identities and applications to 

reduce the attack surface. By applying 

the concepts of zero trust to applications, 

cybersecurity teams can achieve the goal 

of more fully protecting the enterprise 

from risks, preventing brand damage and 

avoiding business interruption.
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